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Embedding senarios
Embedding before enoding

Integrated oding and watermarkingWatermarking the bitstream



Watermarking of H.264 enoded videoUse framework of [Noorkami and Mersereau, 2007℄:
◮ Embed additive spread-spetrum watermark in AC oe�ientsof (intra) 4× 4 DCT resisual bloks
◮ Selet non-zero quantized oe�ients (bitrate-awarewatermarking) [Noorkami and Mersereau, 2008℄
◮ Detetor does not know embedding loations (loationunaware detetion, LUD)



H264/SVC shemanti



Watermarking multiple H.264/SVC (resolution) layers
◮ H.264/SVC enables oding a single bitstream ontainingmultiple resolution and/or quality layers[Shwarz and Wien, 2008℄
◮ H.264/SVC adds new oding tools to exploit statistialdependeny between layers via preditive oding

◮ Inter layer intra predition uses the upsampled reonstrutedbase layer signal of intra marobloks
◮ Inter layer motion predition uses maroblok partitioning andmotion information of the base layer
◮ Inter layer residual predition redues the residual energy bythe upsampled transform oe�ients of the base layer



Watermark signal transfer between base and resolutionenhanement layer
◮ The base-layer watermark is hardly detetable in the deodedenhanement layer
◮ Independent watermarking of eah layer inreases bit rate
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◮ Problem:
◮ How to e�iently watermark resolution base- andenhanement layer?
◮ Watermark should be detetable in bitstream and deodedvideo of both layer



Problems of prior work
◮ Base layer watermark does only partially (i.e. for high QP)transfer to the enhanement layer
◮ Negative watermark is in the enhanement layer di�erenesignal, but not in the deoded full resolution video
◮ Bit rate of enhanement layer inreases due to addedwatermark signal energy in di�erene signal



Proposal: Embed dependent watermark in higher layer
◮ Enhanement layer intra bloks are predominantely odedusing inter-layer intra predition; i.e. the di�erene betweenthe upsampled base layer signal and the enhanement layerdata is oded
◮ Propose to upsample base layer watermark signal and add toenhanement layer video dataWE = Q(T (H(T−1(S ·WB)))R ′E = RE +WEWB . . . 4× 4 base layer watermark signalS . . . 4× 4 AC oe�ient seletion matrixT ,T−1

. . . forward and inverse integer DCT transformH . . . upsampling operationQ . . . quantizationWE . . . enhanement layer watermark signalRE ,R ′E . . . enhanement residual and watermarked residual blok



Experimental Results
◮ Use onstant false-alarm rate (CFAR) detetor [Kay, 1998℄ andassume Cauhy host signal model [Kwitt et al., 2008℄ for blindspread-spetrum watermark detetion
◮ Enode well-known QCIF and CIF video sequenes with JSVMreferene software verson 9.19.6, QP = 25
◮ Soure ode will beome available athttp://www.wavelab.at/soures

http://www.wavelab.at/sources


Detetion performane on deoded enhanement layer

Base layer in QCIF format, CIF enhanement layer, QP = 25Detetion on �rst I frame



Bitrate of resolution enhaement layer

Base layer in QCIF format, CIF enhanement layer, QP = 25Bitrate (in KBit/s) for the �rst 32 frames



Conlusion
◮ Detetion possible on deoded base- and resolutionenhanement layer video and
◮ Lower bitrate for enhanement layer ompared to onlywatermarking the base layer
◮ Independent watermark in enhanement layer inreases the bitrate
◮ LUD detetion senario, di�ult to model
◮ Open issues: watermarking of P frames, multiple enhanementlayers
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